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xCures, which uses artificial intelligence to collect and organize patients’ medical data,
is launching a product that can help consumer health apps securely access patients’
medical records.

The launch will help advance individual access to medical records on the Trusted Exchange
Framework and Common Agreement, an ecosystem for sending and receiving health data
overseen by the Office of the National Coordinator for Health Information Technology, a
division of the Department of Health and Human Services.

“The primary driver for this is getting me my data off of the network so that I can use it for
my purposes,” xCures CEO Mika Newton told POLITICO.

Health app developers can license xCures' product to allow patients to pull their medical
data from multiple health systems into their apps. The new product can convert medical
data into a usable format.

Security concerns have previously prevented apps from being able to access patient
records. Health systems and electronic health record companies want to ensure that
patients requesting records are who they say they are.

xCures works with CLEAR, an identity verification platform commonly found at airports, to
confirm identities. To get access to their records, patients will have to submit a picture of a
valid ID and complete a biometric face scan.

The company is collaborating with a health system, which uses its own dedicated app
through which patients can access their medical records, though Newton declined to name
which health system is involved.
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TEFCA moves: xCures works with information broker Kno2, a qualified health
information network, or QHIN, on TEFCA, to get patient data.

QHINSs can request data from others on TEFCA to help facilitate treatment, payment for
services, health system operations, public health, government benefit determination, and
individual access to health records.

TEFCA is still in its early days. Even so, ONC reports that the ecosystem supports 41,000
unique connections to clinicians, hospitals, clinics, post-acute and long-term care facilities
and public health departments.

Last year, Epic, a large electronic health records company — and also a TEFCA QHIN —
said it would let patients access their health records.

While such technology can ease patient access to their medical data, it’s unclear how secure
their data will be outside of regulated health institutions. Federal health data rules don’t
protect consumer apps, raising questions about how secure patient data will be once it’s
transferred out of electronic health records.

“We ensure the security and proper storage of all data on our platform. Our data hosting
supports essential processes like normalization, structuring, and source verification, which
are key value additions we provide,” said Newton.

He says his company requires app companies that license its individual access services to
meet certain privacy and security standards. But once the data is transferred to the app, it
is the responsibility of the app maker to protect it.

https://lwww.politico.com/newsletters/future-pulse


https://www.healthit.gov/topic/interoperability/policy/trusted-exchange-framework-and-common-agreement-tefca
https://www.cnbc.com/2024/08/01/epic-systems-will-support-the-governments-tefca-program-for-health-records.html



